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1
Decision/action requested

Approve the pCR to TR 33.875 [1] below.
2
References

[1]
3GPP TR 33.875: "Study on enhanced security aspects of the 5G Service Based Architecture (eSBA)".
3
Rationale

This pCR proposes a potential way forward for the analysis and conclusion of Key Issue #3: Service access authorization in the "Subscribe-Notify" scenarios. 
4
Detailed proposal

*** BEGIN CHANGES ***
7.3
KI#3: Service access authorization in the "Subscribe-Notify" scenarios

7.3.1
Analysis 

There are two proposed solutions to Key Issue #3, Solution #12 (Authorization of notification endpoint in “Subscribe-Notify” scenarios) and Solution #15 (Authorization mechanism for the involved NFs in the delegated “Subscribe-Notify” scenario). 
The solutions protect against accidental mis-operation, but not against an intentional attack with the aim of information leakage, since NF_A can still subscribe on its own behalf and forward the information to an unauthorized NF.
The solutions do not work in scenarios with indirect communication (Model C or D), since the NF_B cannot prevent the SCP from re-selecting another notification endpoint. Notification target reselection can be a desired feature, see clause 6.3.1.0 of TS 23.501 [3]. Therefore, the solutions only work in direct communication scenarios (Model A or B). They require the introduction of the CCA in direct communication scenarios. 
Since the relevant scenarios for delegated subscribe-notify assume a compromised UDM or DCCF, which have access to large amounts of highly sensitive user and network data, it is not clear whether stricter authorization requirements on the delegated subscribe notify can prevent information disclosure in case of a compromised UDM or DCCF. 
Existing specifications in TS 33.501 [2] do not explicitly describe how subscribe-notify scenarios are addressed with token-based authorization. Readers that want to understand token-based authorization in subscribe-notify scenarios need to consult the APIs in stage-3 specifications such as TS 29.510 [6].
7.3.2
Conclusion 

It needs to be clarified in TS 33.501 [2] that token-based authorization also addresses subscribe-notify scenarios, by authorizing the NF that sends the subscription request. Since, in the relevant scenarios, the NF sending the subscription request has a high level of trust (e.g. UDM), and solutions for notification endpoint authorization have high impact and only address direct communication scenarios, a conscious decision is made to only address authorization of the subscribing NF, not the notification endpoint.
*** END CHANGES ***

